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SQL SERVER

AUDIT

COMPLETE STEP-BY-STEP GUIDE

Track CREATE TABLE, PROCEDURE,
DELETE, DROP TABLE
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Improve Ensure Monitor
Security Compliance Activities
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1. Create an Audit Object
(Server Level)
This defines where audit logs will be stored.

s00 sQL

USE master;

GO

CREATE AUDI

TO FILE

(
FILEPATH = 'C:\SQLA
MAXSIZE = 100 MB,
MAX_ROLLOVER_FILES = 10

T Audit_SQL_Tracking

Audit object created.
Logs will be stored in C:\SQLAudit\
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2. Enable the Audit
(Server Level)
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Turn on the audit at the server level.

Audit is now
enabled on
the server.
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3. Create Database Level
Audit Specification

Define audit specification in
the target database.

a0

E YourDatabaseName;

G DATAE AUDI
Audit_DB_Tracking

FOR SERVER AUDIT Audit_SQL_Tracking;
GO

Database audit
& specification created.
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4. Add Audit Actions
(Your Requirements)

Add actions to track CREATE/DROP TABLE,
PROCEDURE and DELETE.
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see sa |

t \TABASE

Audit_DB_Tracking
(SCHEMA_OBJECT_CHANGE_GROUP) ,

ADD (DELETE ON DATABASE: :YourDatabaseName
BY PUBLIC),
(SCHEMA_OBJECT_ACCESS_GROUP) ;

What Each Option Tracks
SCHEMA_OBJECT_CHANGE_GROUP
Tracks CREATE, ALTER, DROP of
tables, procedures, views, etc.
DELETE
Tracks DELETE operations in
the database.
SCHEMA_OBJECT_ACCESS_GROUP
Tracks access events like SELECT,
EXECUTE (optional).
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5. Enable Database
Audit Specification

Turn on the audit specification
in the database.

SQL

ALTER DATABASE AUDIT SPECIFICATION
Audit_DB_Tracking

WITH (STATE = ON);

GO

Database audit
is now enabled.
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6. View Audit Logs

Read audit logs using built-in function.

LN N

ECT *

“Sample Output

event_timo actionid  session.d - seews ricoal rame statament

20040526 10152113 s CREATE TABLE cbo
2024-05-26 1096 05.450 L 2 DELETE FROM dbo.
20040526 10:17.33.789 ] CREATE PROCEDLRE.

2004-05-26 10.9845.012 DROP TABLE dbo.
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7. Filter Specific Events
(Example)
Only show DELETE operations.

200 sQL

SELECT event_time, action_id, statement
fn_| audit_file (
udit\* 1

E action_id = 'DL"; DELETE

Action_ID Reference
Action_ID Description

sC Schema Change (Create/Alter/Drop)
DL Delete

Lo Login

LG Logout

AL Audit Login

AE Audit Logout

EX Execute (for procedures)

—
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Important Notes

o Make sure SQL Server service account
has Write permission on C:\SQLAudit.

° Audit is available in SQL Server Standard (basic)

and Enterprise (advanced filtering)
—

( Bonus: More Granular Control (Optional)
Track DELETE on a specific table only.

Q Avoid enabling too many audit events
in production (performance impact)

ALTER DATABASE A
Audit_DB_Tracking

(DELETE ON (
8Y PUBLIC);

JECT: :dbo. YourTableName

;‘v"‘ You are now tracking what matters!
Stay secure. Stay compliant.
LKE® |
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ENABLE AUDIT ON SQL SERVER

Track CREATE TABLE, PROCEDURE, DELETE, DROP TABLE at Database Level

3. Create Database Level Audit Specification
Define audit specification in the target database.

2. Enable the Audit (Server Level)
Turn on the audit at the server level.

1. Create an Audit Object (Server Level)
This defines where audit logs will be stored.

Object Explorer SQLQuery1.sq) - \SQLEXPRESS.master (sa (54))* + x- SQLQuery2sq) - \sQLEXPRESs master sa 55+ > T ] 5SQLQuery2.5ql - \SQLEXPRESS YourDatabaseName (a (56))*
Connect~ § HiY C o USE master; et IIY Y Connect= 984 C
= i \SQLEXPRESS (SQL Server 16.0.1000 - 3) | = W \SQLEXPRESS (SQL Server 16.0.1000 - s3] ALTER SERVER AUDIT Audit_SQL_Tracking = W \SQUEXPRESS (SQL Server 16.0.1000 - sa) gf YourDatabaseName;

© Wl Databases CREATE SERVER AUDIT Audit_SQL_Tracking « 1 Databaces T ETAE =00 © W Duabei

2 W Sacily i o O Sacaly n); Systom Databases

@ I Servir Ot ) 4 W Database Snapshots CREATE DATABASE AUDIT SPECIFICATION Audit_DB_Tracking
= I Server Objects « R » = W YourDatabaseNome FOR SERVER AUDIT Audit_SQL_Trackis
» i it_SQL_Trackin
= 1@ Audit FILEPATH = *C:\SQUAUGiL\', = As # 1 Database Diagrams " .
& 1 Server Audit Specifications MAXSIZE = 100 M8, B SRS S @ 8 Tables L)
& Server Audit X_ROLLOVER_FILES = 10 : '&] 00% - o 1 Views.
 Audn_SOL_Track & 1 External Resources
# W1 Server Objects ) B . o Messages ::‘ne’:‘:m"
e WITH (ON_FATLURE = CONTINUE); © 1 Server Objects || a s . .
Replication b o Fokiiin Command(s) completed fully. & 1 Programmability 00.% -
# 19 Service Broker o8 Messages
= = + 1 Storage
@ Audit object created. Logs will be stored B Sicky Command(s) completed successfully
in C:\SQLAudit\ & W Security
@ Auditis now enabled on the server. @ B Server Objects @ Database audit specification created.

6. View Audit Logs

Read audit logs using built-in function.

5. Enable Database Audit Specification

Turn on the audit specificatior

4. Ada Audit Actions (Your Requirements)

the database.

/Add actions to track CREATE/DROP TABLE, PROCEDURE and DELETE.

SQLQueryd sal - \SQLEXPRESS YourDotabaseName (53 (57)" SQUQueryS.sal - \SQUEXPRESS YourDetabaseName (sa (3])* SQLQuery6.sal - \SQLEXPRESS masier 52 (59
CTER Y. TS \ x
i SE AUDTT SPECIFICATION Audit_08_Tracking seLecT
& SQUEXPRESS (SQL Server 16.0.1000 - 53) = SQUEXPRESS (SO Serwer 1601000 53) || L IPICATION Audi 06 Track FRON sys. fn_get_audit_file (
& 1 Databases ADO (SCHENA_0B3E A00P), Databases 2 i i £ P8 Teacking €:\SQLAUAEE\*. sqlaudit’,
= @ YouDatabaseName CREATE / ALTER / DROP tables, procedures, views » < W YouDatabaseName WITH (STATE = ON); » DEFAULT,
+ 1 Database Audt Specifcations = 7 Datobase Audit Specifcations = DEFAULT
11_08_Tracking ADD (DELETE OW DATABASE: :YourDatabasehane BY PUBLIC), 5 Audt_0B_Tracking ]
4 4 Database Disgrams DELETE operations » % Daiabase Diagrams ;% -
Tables + 1 Tabies . 3
© 1 Viows ADD_ (SCHENA_OBJECT_ACCESS_GROUP) ; sy © Renks 3 s
1 el Resuress s, SO xox_: p— Koo ie oon s s et besune
o 4 Synonyms o ppsnligon Mol ' “ » VouOssbaetiuns  CREATE ABLE dbocTtAodh 00 )
4 1 Programmabilty & 1 Programsablity Gommand(s) completed successfully. 2 E - VouOtubasehame  CREATE PROCIDURE b TexPoc AS SELECT |
W A o - s “ - YouDabsettame  DELETE ROM oo Texthuck WHERE 1 « 1
@ 8 Storage @& Audit actions added e s “ - VouOesbaetiome  DROP TABLE dbo Testhueit
* 4 Security ¥ o N
What Each Option Tracks i @ Database audit is now enabled.

SCHEMA_OBJECT_CHANGE_GROUP: CREATE, ALTER, DROP (tables, procedures, etc.)

DELETE Tracks DELETE statements

'SCHEMA_OBJECT_ACCESS_GROUP :  SELECT, EXECUTE (optional)

Filter Specific Events (Example) Common Action_IDs Important Notes Bonus: More Granular Control (Optional)

Only show DELETE operations: Action_ID Description Track DELETE on a specific table only:

SELECT event_time, action_id, statement sc Schema Changs (Create/ARer/Drop) 0 Ma;e\ss-gejn:fwuserw:eacconm has Write permission }
y ( oL Dolete onC: wdit - "
sys.fn_get_audit_file ( = é 9 ALTER DATABASE AUDIT SPECIFICATION Audit_DB_Tracking
'C:\SQLAUdit\*. sqlaudit’, ) Login * Audit works in SQL Server Standard (basic) and

DEFAULT, T3 Logout Enterprise (advanced filtering) _ ADD (DELETE ON OBJECT::dbo.YourTableName BY PUBLIC);
AL Audit Login
DEFAULT, o 7 L:m + Avoid enabling too many audit events in production G0
WHERE action_id = 'DL'; DELETE X Execute (for procedures) (performance impact) R
&) You are now tracking: Table Create / Drop Procedure Create / Drop |l Delete Operations And more.




1. Enable SQL Server Audit (Server Level)

Step 1: Create an Audit Object

This defines where logs will be stored (file, event log, etc.)

USE master;
GO

CREATE SERVER AUDIT Audit SQL Tracking
TO FILE

(
FILEPATH = 'C:\SQLAudit\"', -- make sure folder exists
MAXSIZE = 100 MB,
MAX ROLLOVER FILES = 10

)
WITH (ON_FAILURE = CONTINUE) ;
GO

Step 2: Enable the Audit

ALTER SERVER AUDIT Audit SQL Tracking
WITH (STATE = ON) ;
GO

2. Create Database-Level Audit
Specification

Now we define what actions to track inside a specific database.

USE YourDatabaseName;
GO

CREATE DATABASE AUDIT SPECIFICATION Audit DB Tracking
FOR SERVER AUDIT Audit SQL Tracking

7 3. Add Audit Actions (Your Requirements)

You asked to track:

o CREATE TABLE
- DROP TABLE



o DELETE
« CREATE PROCEDURE
« DROP PROCEDURE

Here’s the full script:

ALTER DATABASE AUDIT SPECIFICATION Audit DB Tracking

ADD (SCHEMA OBJECT CHANGE GROUP), -- CREATE / ALTER / DROP tables,
procedures, views

ADD (DELETE ON DATABASE::YourDatabaseName BY PUBLIC), -- DELETE operations
ADD (SCHEMA OBJECT ACCESS GROUP); -- Access tracking (optional but useful)
GO

Q What Each Option Means

Option Tracks
SCHEMA_OBJECT_CHANGE_GROUP CREATE, ALTER, DRORP (tables, procedures, etc.)
DELETE Tracks DELETE statements

SCHEMA OBJECT ACCESS_GROUP SELECT, EXECUTE (optional)

« 4. Enable Database Audit

ALTER DATABASE AUDIT SPECIFICATION Audit DB Tracking
WITH (STATE = ON) ;
GO

7 5. View Audit Logs

You can read audit logs using:

SELECT *

FROM sys.fn get audit file (
'C:\SQLAudit\*.sqlaudit"',
DEFAULT,

DEFAULT

7 6. Filter Specific Events (Example)

Only show DELETE operations:



SELECT event time, action id, statement
FROM sys.fn get audit file (
'C:\SQLAudit\*.sqglaudit"',
DEFAULT,
DEFAULT

)
WHERE action id = 'DL'; -- DELETE




